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Alerts/Alarm Communication
Get notification from monitor system

A

Channel
Notification

Check Alert
Ticket

A

Check status of application/system

Restart service

A

If service is unhealthy, try to restart service
Create a incident ticketto JIRA

Reboot instance

If service is still going unhealthy after restart, try to make snapshot <
for inspection
And reboot instance

Terminate instance

A

Finally, terminate instance to bring new one automatically
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Alerts/Alarm < Communication
Get notification from monitor system o " . Channel
” WL ~ / Notification
Check e
) /\ Ticket

/. Check status of application/system

Restart service

A

/. If service is unhealthy, try to restart service
" Create a incident ticket to  JIRA

A 4

Reboot instance

If service is still going unhealthy after restart, try to make snapshot
for inspection
And reboot instance

A
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Immutable Server

I\

BSFCkEI’ oAN SIBLE .@,‘CHEF

Infrastructure as Code

N
Hi

HashiCorp

Terraform

Release Pipeline

Deployment Strategies
A Blue/green deployment
A Canary release

A Rolling update

Cluster Management

Spinnaker
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Automated Test ~g Wﬁﬁrinder @ L OCUST

Monitor @ DATADOG e—?—«

ZIPKIN

Log Stream SUI‘T]O'OgiC
Communication “ SlaCk -i“ Jira
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Infrastructure as Code

Blueprint Your Build Anything Manage It Simply
Infrastructure A Provision compute resources A Automatically reconfigure
A Compute in the cloud everything

A Application A Infrastructure A Re-provision for disaster
A Storage A Application Stacks recovery

A Security ~ AHPC

A Network A Linux, Windows, Unix

A Configuration Standards

X BP Em B
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" Infrastructure as Code, Why?

> Because humans make mistakes

> Because human brain is terribly bad at repetitive tasks m:%

> Because human is slow compared to a bash script ﬁ///

> ... and because we are humans

Source: https ://www.slideshare.net/OCTOTechnology/introduction -to-devops-28779951 | 1 i
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] GitHub

'“ EI:éprraform

ANSIBLE

HashiCor

il Packer



Infrastructure as Code

A Version control & Code review

A Simulation

A Security as Code

5
O
O

A One click Disaster Recovery ..'
N

Terraform
Code

Desired
Architecture

$ cat example.tf

provider "aws" {
access_key = "ACCESS_KEY HERE"
secret_key = "SECRET_KEY_HERE"
region = "us-east-1"

}

resource “"aws_instance” “example” {
ami = "ami-ed729a6e"
instance_type = "t2.micro"

}

Terraform
Plan/Apply

$ terraform apply
aws_instance.example: Creating...

ami: "" =» "ami-ed729a60"
instance_type: " o=» "t2.micro”
[...1

aws_instance.example: Still creating... (1@s elapsed)

aws_instance.example: Creation complete

Apply complete! Resources: 1 added, @ changed, @ destroyed.

~% terraform show
aws_instance.example:
id = i-32cfe5a8
ami = ami-@d729a6@
availability_zone = us-east-la
instance_state = running
instance_type = t2.micro
private ip = 172.31.30.244
public_dns = ec2-52-908-212-55.compute-1.amazonaws .com
public_ip = 52.90.212.55
subnet_id = subnet-1497624d
vpc_security_group_ids.# - 1
vpc_security group_ids.3348721628 = sg-67652883

Provisioned
Architecture
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BB iam
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terraform.tfstate
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Building

\
1 1

1 1 : 1

Blocks D e e :
1 Server 11 Server 1

1 1 1 1

1 1 1 1

4 : Application 11 Application I
11 1

_ 1 Server 11 Server 1

Terraform Module Registry . Lo .

| Database 11 Database |

: Server U Server 1

11 1

1 1 { 1

\ U “ U

singapore

Web
Server

enkn: oy
R
| Your nfastucure |

Your Infrastructure Application

Server

Terraform codes ‘E'

Terraform

Database Database
Server Server

L L




\' servergroup- = techops > ™ aws > X servergroup-terraform.. > Repository
- terraform-aws

e Overview master servergroup-terraform-aws / asg.tf Q, Find file Blame History  Permalink SOSCO N 20 18

(® Repository e updated the tag map to support the extra tags d37cob5f Y
Young committed 4 weeks ago
Files
Commits 3 asgtf396K8 Y | &} Edit  Replace
Branches
# Server group for microservice
Tags
### Security group for autoscaling group
Contributors resource "aws_security_group” "this" {
name = "%{local.name}"
Graph descriptien = "${local.name} ASG S5G"
vpc_id = "T{var.vpc}"
Compare
tags {
Charts Name = "${local.name}”
h
) issues 1 }
resource "aws_security_group_rule” ngress_rules" {
n ez e g count = "§{length(var.ingress_rules)}"
type = "ingress"
@ CI/CD cidr_blocks = ["${element (var.ingress_rules[count.index], @)1"] o
from_port = "§{element(var.ingress_rules[count.index], 1)}}"
m Wiki to_port = "§{element(var.ingress_rules[count.index], 2)}"
protocol = "§{element(var.ingress_rules[count.index], 3)}" —
" R descripticon "g{element(var.ingress_rules[count.index], 4)1"
ab Snippets ) . X .
securlty_group_id "${aws_security group.this.id}”
T
a Settings
resource "aws_security group rule” “"egress_rules -
count = "${length(var.egress_rules)}"
type = "egress" -
cidr_blocks = ["${element(var.egress_rules[count.index], @)}"]
from_port = "§{element(var.egress_rules[count.index], 113"
to_port = "${element(var.egress_rules[count.index], 2)}"
protocol = "${element(var.egress_rules[count.index], 3)}"
description = "${element(var.egress_rules[count.index], 4)}"
security_group_id = "${aws_security_group.this.id}"
T
### Launch configuration
resource "aws_launch_configuratiol "this" {
count "${var.spinnaker_managed "true” 2 @ : 13"
image_id "${var.ami_id}"
instance_type = "${var.instance_type}"
& Collapse sidebar key_name = "4{var.ssh_key_name}"

name oprefix $£{local.deplov namel-"
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We can replace them with new image in an incident .
We donSt need to touch the running

on
o v1.0
===y y1.0/vl11l
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Update App >

)

Instance A Instance A

Mutable
Infrastructure

9 ....... I_rfta_[‘?.e_f ______ - Destroy @ ._.___. I_rft.TPEF ...... -
@9 5 ! ! | !
2 "g : App V1.0 — ° | App V1.1 '
55 i i i
£ 9 | osvio || @ —i[ osvio |
= i ! | !
- c  TTTTTTTTTTTTTTTTTTTTTTTT Provision ~ ~TTTTTTTTTTTTTTTTTTTTTTT

Source: http:// www.oreilly.com/webops -perf/free/immutable -infrastructure.csp



Packer is a tool for creating
machine and container
images for multiple
platforms from a single

SOSCON 2018

1. packer-provision

source configuration.

» packer build template.json

==> virtualbox:

virtualbox output will be in this color.

==> vmware: vmware output will be in this color.

=> vmware: Copying or downloading ISO. Progress will be reported periodically.
==> vmware: Creating virtual machine disk

==> vmware: Building and writing WX file

==> vmware: Starting HTTP server on port 8964

==> vmware: Starting virtual machine...

==> virtualbox:

eriodically.

==> virtualbox:

ly.

==> virtualbox:
==> virtualbox:
==> virtualbox:
==> virtualbox:
==> virtualbox:

tualbox:

==> virtualbox:

Downloading VirtualBox guest additions. Progress will be shown p
Copying or downloading ISO. Progress will be reported periodical

Starting HTTP server on port 8081

Creating virtual machine...

Creating hard drive...

Creating forwarded port mapping for SSH (host port 3213)

xecuting: modify

Starting‘the virfual machine...

==> vmware: Waiting 10s for boot...

==> virtualbox:

Waiting 10s for boot...
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7

ANSIBLE
Ansible Roles

JRE

Linux

Base o

/

Packer Template .‘

Packer

ol

. ...
*
.

o
C O
o

.
*

“*$ Base AM| =-*

ANSIBLE
Ansible Roles

Base

Packer

»  Application AMI
Read

Packer Template .‘

(NN

[6)
J
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@ clouddriver-ansible techaps > > 4 clouddriver > @ clouddriver-ansible > Repository

& Overview master clouddriver-ansible / tasks / install.yml Q Find file Blame History = Permalink SOSCON 20 18

Repositol
B Rep ry new handlers, tasks, and templates dceb132d Yy
Young committed 8 months ago
Files
Commits
[3 installyml 1.2kE % | ) Edit  Replace
Branches
Tags 2 # add repository of spinnaker
- name: Add a repesitory of stable relezszes
Contributors 4 apt_key: url="https://bintray.com/user/downloadSubjectPublicKey?username=spinnaker-releases”
when:
Graph & - spinaker_release is defined
7 - spinnaker_release == "stable"
Compare
- apt_repository:
Charts 10 © en I P repi R P — L eminna
19 repo: deb https://dl.bintray.com/spinnaker-releases/debians trusty spinnaker
11 state: present
D) Issues 0 update_cache: yes
when:
n M R . 7 - spinaker_relesse is defined
erge Requests . N
g a - spilnnaker_release == "stable”
17 - name: Add a repesitory of development builds
@ cayco d tory of ¢ t buil
18 apt_key: url="httpsz://bintray.com/user/downloadsubiectPublickeyusername=spinnaker”
m Wiki 19 when: (spinaker_release is undefined or spinnaker_release != "stahle")
: 21 - apt_repository:
&b Snippets . ) . - .
22 repo: deb [arch=amd64] nttps://dl.bintray.com/spinnaker/debians trusty spinnaker
23 state: present
el Settings 24 update_cache: yes

when: (spinaker_release is undefined or spinnaker_release != "stable")

2 # install package

iver_version }} statespresent forces

28 - apt: name=spinnaker-clouddriver={{ cloud
2 when:

- clouddriver_version is de

ed

- clouddriver_version != "latest”

- apt: name=spinnaker-clouddriver state=present force:

34 when: (clouddriver_version is undefined or clouddriver_versicn == "latest")

& Collapse sidebar
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Production -ready software

Fast, automated feedback on
the production readiness of
your applications every time
there is a change 7 to code,
Infrastructure, or configuration

SOSCON 2018
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ontinuous Delivery Pipeline

»~—— SOURCE CONTROL CONTINUOUS INTEGRATION TESTING CONTINUQUS -~ MONITORING
' | | DELIVERY Y \l

: : : Automated : User . Performance -
Deﬁfﬁ;{"ent : gra:::; . Bu-ll-:i.t'lsmt . P%:‘I’( al%e& Acceptance . Acceptance Z Deploy . & Application
: : : ploy : Tests : Tests : : Testing
—=>| NEW |—>| FAIL : : :
&——— notify — J : : : C@
: : : QAENV - ;
FIX % PASS ]%[ DEPLOY FAIL A
Developers & notify J
: : °  UATENV - :
: : : | e I
ﬁ FIX %[ PASS H DEPLOY_ |- | FounD | : : ]
. . . N+ : . J . . [ —
< notify - 0
0 0 - UATENV o
— FIX %l PASS J% DEPLOY | APPROVED FAIL
ROLLBACK
notify J

N




@ontinuous Delivery Pipeline

777

Pipeline
instance

0.0.133.12

0.0.133.13

0.0.133.14

0.0.133.15

0.0.133.16

Commit stage

Acceptance
test stage

Release stage

UAT stage

Pending
Trigger now

Pending
Trigger now

SOSCON 2018
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Jenkins

{3 apps-backend [lenkins]

c 0O

apps-backend

v Apps Backend Build system

=]
History

iy
1]

&5 apps-backend-admin-bu %

- 3
Apps

SOSCON 2018

c 0O

2HUL  |log out

DISABLE AUTS REFRESH

Id Pipeline: Backend Library build pipeline

& = Q@ ¥

Comfgwe  AddSiep  Delte  Manage

pline

#11 apps-backend-library-build

#14 apps-backendlibrary-test

* #2 apps-backend-admin-build * #1 apps-backend-admin|

(1 Sep 1. 2015 2:39:35 PM
1.2 sec and counting

# #1 apps-backend-seller-build

(1 Sep 1. 2015 2:36:40 PM
(52 min 56 sec and cou

apps-backend-seller-t)

Bline

#10 apps-backend.library-build

#13 apps-backendlibrary.-test

apps-backend-ad apps-backend-admin-{

apps-backend.seller-build apps-backend.-seller-t|

pline

“«

#9 apps-backend-ibrary-build

s localize this page

#12 apps-backend-library-test

apps-backend-admin-build apps-backend-admin-{

apps-backend-seller-build apps-backend-seller-|

Page generated: 2015. 9. 1 2% 2:39:26  REST APl Jenkins ver. 1.609.2

Jenkins

apps-bac kend-admin-build

#2

AU APP-INF\Lib\jackson-core-2.1.1.jar

AU APP-INF\lib\contextsvc-client.jar

AU APP-INF\lib\jackson-annotations-2.3.@. jar
AU APP-INF\lib\location-client.jar

AU APP-INF\Lib\INICrypto_v3.1.7_signed.jar
AU APP-INF\lib\social-client.jar

AU APP-INF\lib\spring-oxm-3.2.6.RELEASE. jar
AU APP-INF\lib\ee2epl53.jar

AU APP-INF\lib\ibatis-2.3.4.726.5ar

AU APP-INF\1ib\libappstore_v2_a_l.jar

AU APP-INF\Lib\INIpayJAVA.Jar

AU APP-INF\lib\commons-lang-2.4.jar

AU APP-INF\lib\xmlsec-1.4.3.jar

AU APP-INF\lib\xbean.jar

AU APP-INF\lib\spring-web-3.2.6.RELEASE. jar
AU APP-INF\lib\rest-api-sdk-8.7.1.jar

AU APP-INF\lib\spring-webmvc-3.2.6.RELEASE . jar
AU APP-INFYlib\wsdl4j.jar

AU APP-INFYlibh\serializer.dar

AU APP-INF\lib\transformation-api-1.e.jar

AU APP-INF\lib\stax-1.2.8.3ar

AU APP-INF\lib\spring-beans-3.2.6.RELEASE. jar
AU APP-INF\lib\commons-discovery-8.2.jar

AU APP-INF\lib\ZirconialicenseGeneratorVel.jar
AU APP-INF\lib\ezmorph-1.8.jar

At revision 681

no revision recorded for http:
gar-Amazon/Astors-Admin in the previous build
no revision recorded for http:// . .  /svn/amazon/trunk/AStore-
car-Amazon/EarContent in the previous build

Copied 1 artifact from "apps-backend-library-build” build number 11
[workspace] $ cmd.exe /C '"D:\tools\ant\ant-1.9.4\bin\ant.bat clean
compile war && exit ¥XERRORLEVEL®Z™ "

Buildfile: C:\Users\admin'.jenkins\jobs'\apps-backend-admin-
build\workspace\build. xml

clean:

!sun/amazon/trunk/AStore-

compile:

[mkdir] Created dir: C:\Users\admin\.jenkins\jobs\apps-backend-admin-
build\workspace\build\classes

[echo] source dir:C:\Users\admin\.jenkins\jobs\apps-backend-admin-
buildiworkspace/src

[echo] binary dir:C:\Usersiadmin\.jenkins\jobs\apps-backend-admin-
build\workspace/build/classes

[javac] Compiling 89 source files to
C:\Users\admin\.jenkins\jobs\apps-backend-admin-
build\workspace\build\classes

[javac] note: Some input files use unchecked or unsafe operations.

[javac] Note: Recompile with -Xlint:unchecked for details.

war:
[copy] Copying 94 files to C:\Usersiadmin\.jenkins\jobs\apps-

backend-admin-build\workspace\ebContent \WEB-INF\classes

[war] Building war: C:\Users\admin'.jenkins\jobs\apps-backend-
admin-build\workspace\build\galaxy-apps-backend-admin.war
BUILD SUCCESSFUL
Total time: 19 seconds
Warning: you have no plugins providing access control for builds, so
falling back to legacy behavior of permitting any downstream builds to be
triggered
Triggering a new build of apps-backend-admin-test
Finished: SUCCESS
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Applications Infrastructure youngook Kim@samsung.com «

hello =

Filters ciearau

PIPELINES CLUSTERS LOAD BALANCERS SECURITY GROUPS TASKS CONFIG

A Unpin - Group by Pipeline El Show 2 B executions per pipeline [ stage durations © New £ Configure ~

~ SEARCH
MANUAL START =
Ao I
adayago
v Details Status: SUCCEEDED Duration: 13:14
~ PIPELINES
[T] test, build, bake, deploy lest Package Bake Manual Judgment Deploy |
Build #15 Build #27 Build #33 .
Reorder Pipelines
~ STATUS
DEPLOY DETAILS +' DEPLOY IN US-EAST-1
[©] Running Duration: 06:6
[F] Terminal N
Step Started Duration  Status Deployment Config Task Status
[F] Succeeded
[C] Not Started Deploy in us-east-1 2017-03-142224:29KST 0412 Account [ VPC Internal
Regit st-1 iotcloud-d-
[ Canceled Disable Cluster 2017-03-142228:42KST 0201 oh) tl?c oud-d-)
[ Stopped (us-east-1a, Strategy highlander
Shrink Cluster 2017-03-1422:30:44KST 0021 us-east-1b, Capacity 1
us-east-1c,
us-east-1d,
us-east-le)
Cluster hello-globald- L
app-greetings I n na er
Deployed: hello-globald-app-greetings-v001 p
Source | Permalink
MANUAL START =
uks.lee@samsung.com m
adayago — )
Status: CANCELED by uks.lee@samsung.com — 2017-03-14 21:56:12 KST Duration: 06:37

¥ Details



ELB - Internal Services Only

Spinnaker ELB - Deck + API Clients SOSCON 20 18
Deck @ DynamoDB S3
: @ Redis Cassandra

Gate * All connections between and
@ Coor and utilize mTLS and a certificate
signed by our internal certificate authority.
All connections to utilize mTLS and a
certificate signed by our external certificate
. authority.
Mine Orca Rosco e s
o |
Jenkins
Stash Masters

Mahe Front50 Igor

Internal-only Spinnaker Services

Echo mm————pp Audit

z
@
&l
*

Other
Services

IAM + Assume Role
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SPINNAKER g Projects Young-cok ~ Search Q .
« /Project Dashboard v £ project Configuration
Application Status Filterbyregion /amespac= ~ Pipeline Status
_» 22 Applications 1157 Instances 1026 4 /1117 /20 DATA: Deploy on Multi regions (get readyBuild #19, started 2018-03-15 16:15:52 KST)
Last Push ap-northeast-2 eu-west-1 us-east-2 COUNT: PROD deploy on multi regions (get readyBuild #198, started 2018-03-15
T #0 2 months ago 2 4 :100% 6 4 :100% 24:1 BT RG]

MTI #0 amonth ago 4a:l 4 4:100% 44 :100% RD: Deploy on APO3 (started 2018-03-15 11:05:03 KST)
ol #0 20 hours ago 4 4 :100% 4 4 :100% 4 & :100%
UTE: PROD deploy on multi regions (get readyBuild #110, started 2018-03-15
ceuNr #0 19 hours ago 454 : 1 70 & : 100% 10:50:30 KST)
THIT Y API #0 ayear ago - -
DAPTOR: Deploy on NA03 (PROD deploy on multi regionsBuild #45, started 2018-
NAECT #0 19 hours ago 240 & : 100% 260 a : 100% 03-15 10:45:20 KST)
TIwar’ #0 amonth ago 4 4 :100%
DAPTOR: Deploy on AP03 (PROD deploy on multi regionsBuild #45, started 2018-
GiER #0 a year ago 3 4 :100% - - 03-15 10:45:20 KST)
N #0 2 months ago la:l 1 4 :100%
D: Deploy on NA03 (PROD deploy on multi regionsBuild #39, started 2018-03-15
GO #0 a year ago 1 4 :100% 14 :100% 14 :100% 10:40:00 KST)
#0 adayago 8 & :100% 23 4 :100% 23 & :100% -
DAPTOR: Deploy on EU02 (PROD deploy on multi regionsBuild #45, started 2018-
UTE #0 18 hours ago 24 4 : 100% 904 :1 24/98v: 03-15 09:41:22 KST)
AlICY #0 3 months ago 8 a - 100% 344 /13w 20
D: Deploy on EU02 (PROD deploy on multi regionsBuild #39, started 2018-03-15
P D\ 'TOR #0 aday ago 5 4 :100% 6 4 :100% Aa: 09:35:21 KST)
BAEIT #0 amonth ago 3 & :100% 2 4 :100% 2 4 : 100%
JIRYY #0 14 days ago 2 i 1 100% 2 4 :100%
Nt #0 25 days ago 4 & 1 100% 4 & : 100% 4 a :100%
VEN ™ #0 25 days ago 4 & 1 100% 4 4 1 100%
KEC #0 amonth ago 2 & :100% 2 a :100% 2 & : 100%
CIEY JLER #0 2 months ago 2 4 :100% 2 4 :100%
VDIN #0 amonth ago 2 & :100% 2 a :100% 4 & :100%

ALA A #0 5 months ago 5 & :100% 4 4 100% 4 4 : 100%
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